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Business Areas

® Power system automation, protection,
& control

e Switchgears & substations

® |ndustrial automation

Company History
e 2002 MBO Alstom, 160 Employees, 1 Site
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Net work, System, and Data Management (future)

Interoperable Communication?

CIM Reference Model — IEC 61970

Current TC57 Reference Architecture

Energy
Market Participants

Utility Customers

Utility

Service Providers Other Businesses
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Application To Application (A2A)
‘ and Business To Business
(B2B) Communications

Inter-Application Messaging Middleware, ebXML, and Web Services (specified in XML; mapped to appropriate protocols)

61970 / 61968 Common Information Model (CIM)

Equipment And
System Interfaces
Specific Object
Mappings

61850-7-3, 74 60870-6-802
SIS Object Models ) Object Models Field Object Modds
TCA3WG 14 XML
LIS 60870-5 61850-7-2 ~Messaging 60870-6-503
~Meter 101 ACSI ~Aworkin’ App Services i ot
s 104 61850-8-1 77/ 60870-6-703 Services Mappings
Mapping to MM S Protocols
61334 Communication Industry Standard Protocol Stacks Protocol Profiles
(ISO/TCP/IP/Ethernet)
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< Communications
— Media and Services
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s rs 60870-6
Beyond the ":E"f"“:g Clge Centiod EITAY Sy -~
sttmion Systems(e.g., Contars (Symmetric client/server
“Substations) protocols)

<«—— Peer-to-Peer 61850 over

Substation bus and Process bus

*Notes: 1) Solid colors correlate different parts of protocols within the architecture.
2) Non-solid patterns represent areas that are future work, or work in progress, or related work provided by another IEC TC.
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http://smartgridstandardsmap.com/
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https://curtisguilbot.wordpress.com/2015/06/11/how-to-overcome-incomplete-enterprise-software-requirements/
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Interoperability in Practice

e Common language” (i.e. communication protocol) is only one building block

e \What about the content?

* Which measurements to send
* |n which format
* Which time zone

* How often

e Standard-conformity equals interoperability?

e \What about cybersecurity?
* Encryption algorithms
* Hashing algorithms

* Key exchange mechanisms



_Conclusion ip!fo?ngs:

® For some common use cases, communication
protocols for process data are well standardized and
established

® |ncreasing digitalization leads to increasing amount
of use cases for data exchange

* - Increasing need for common profiles

e Common, established and independent process for
profile development, publication and testing is
necessary!
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